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Abstract: The study determined the logical environment and supervisory regulatory 
frameworks for effective information management of public universities in Nigeria.  The study 
adopted descriptive survey research design. The population was 1580 Management staff. 432 
respondents were proportionally sampled from each of the Public universities studied. The 
instrument for data collection was a structured questionnaire developed by the researcher. The 
questionnaire was face-validated by five experts. The reliability of the instrument was tested using 
Cronbach Alpha method and yielded an overall coefficient of 0.93. Mean and Analysis of 
Variance were used to analyze data collected. The findings showed that the management staff 
agreed to the 42 items measuring the logical environment and Supervisory regulatory actions for 
effective information management. The findings further showed that no significant difference 
existed among the opinions of the respondents on the level at which they adopted the logical 
environment security and supervisory regulatory actions for effective information management 
of their institutions. It was recommended among others, that the management of Public 
universities in Nigeria should enact and implement effective policies and laws that support the 
adoption of information regulatory actions. 

Keywords: Logical Environment, Supervisory Control, Regulatory Framework, Information 
Management, Public Universities 

1. Introduction

Public university management structure in Nigeria was set up amongst other goals to prepare
individuals to become leaders and practitioners in every area of human endeavor in order to expand 
and deepen understanding of education as a fundamental human right. To achieve these goals 
therefore, the management needs the right information at the right time and in the right form, which 
is usually processed by the management staff in various capacities as supportive staff in the 
administration of the university system. 

Management staff, across all public universities in Nigeria, deals with the gathering, processing 
and communication of information. They also maintain effective oral and written communication 
processes between the college management and other levels of staff with regard to fiscal and other 
matters.  According to Naboth-Odum, Abanyam, Abdulkadir and Abanyam (2022), management 
staffs are the greatest resource of Public universities because they make critical difference in the ability 
of the colleges not to merely survive, but to thrive. To be truly effective, the design, practices and 
policies of Public universities must be beneficial from the way management staff process information. 
In `management, there are three major classifications of managerial levels, namely: strategic, tactical 
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and operational levels (Jumper, 2005; Martin, 2011; Mikoluk, 2013). This classification is based on 
functions and responsibilities of the management staff.  

There are diverse categorizations of management levels.  As posited by Nabort-Odums et. al. 
(2022), management levels are customarily characterized as strategic, tactical and operational. 
Strategic mangers are top-level managers, tactical managers are the middle-level managers, while the 
operational managers are the low-level managers. According to the authors, while the strategic 
managers are concerned with the planning functions of an organization, policy formation and 
development of long-term goals of the entity, the tactical level managers carry out the visions of the 
top-level managers by coordinating both human and material resources to achieve the organizational 
goals. The primary responsibility of the tactical managers is organizing, coordinating and staffing. On 
the other hand, the operational managers are the supervisors. They direct, regulate and monitor staffs 
to carry out needed activities of the organization. They also required to  check workers’ attendance, 
maintain quality regulatory, handle complaints, track schedules, cost, and ensure effective and 
efficient maximization of workers input to duty (Mikoluk, 2013). The degree of success of any 
educational institution depends on the extent to which the management staff are able to manage the 
information systems. 

Information management (IM), as stated by State of Vermont (2015), involves all the basic 
attributes of management including: planning, organizing, structuring, processing, evaluation and 
reporting of information activities, all of which must be regulated strategically. Thus, IM in this study 
is is a cycle of organizational practices that have to do with the creation, distribution, storage, and 
making such information available to those in need of such information as well as the final disposition 
of such records with the objectives of accomplishing the institutions’ set goals. As such, State of 
Vermont (2015) posits that for an institution to effectively operate and regulate their information 
system, they must ensure that such IM structure must be relevant, valid, reliable, and timely. 
Therefore, Management staff are required to make available reliable information for optimal 
management decisions and communicate regulatory decisions to those in need of them. Effective IM 
must apply certain regulatory actions to ensure proper processing, securing and timely delivery of 
information. 

Several management regulatory actions that can be adopted by educational institutions in Nigeria, 
have been proposed by different experts, but the complexity with which they operate varies in line the 
peculiarity of their institutions. Never the less, management regulations are classified as procedural 
preventive and detective Actions (McCrindell, 2015; State of New York Comptroller, 2007); logical 
security and environmental controls (Mattie, Hanley & Cassidy, 2005); storage, information 
communication, environment (physical), and supervisory actions (Gauthier, 2014) The Institute of 
Internal Auditors, 2008); and recovery controls (Fabunmi, 2006). In this study however, logical 
environment and supervisory regulations shall be of interest to the researchers.  

The logical environment regulations set the tone of an organization, influencing the regulatory 
consciousness of its people. Abanyam, Ibelegbu and Garba (2020) defined environment as those 
peripheral elements that sway the system as a result of changes in their behaviour, or properties. The 
regulatory environment is influenced by institutional philosophy, operating style, integrity, ethical 
values, and commitment to competence. If the regulatory environment is positive, the overall system 
of information management will be more effective. In the view of Abanyamm and Abanyam (2021) 
and Misra, 2019), environmental regulatory measures could be looked at from three regulatory 
principles, namely: principle of standard, principle of measurement of performance against standard, 
and principle of corrective action. The authors explained that the principle of standard demands that 
standard should be set for all activities relating to information management. The accepted standard 
should be clearly and precisely enough for all tasks of the organization including the information 
management systems. The principle of management of performance against standard stated that 
standards are useless unless actual performance is measured and compared against the standard. The 
principle of corrective action states that when measurement of performance indicates that a standard 
is not being met, appropriate correction should be taken (Ibelegbu & Abanyam, 2022; Northcutt, 
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2009). Hence, failure to correct what is wrong leads to waste of human, material, and information 
resources.  

The regulatory system requires to be monitored, in order to assess whether regulations are effective 
and is operating as intended.  According to State of Vermont (2015), supervisory occurs through 
routine managerial activities such as supervision, reconciliations, checklists, comparisons, 
performance evaluations, and status reports; supervisory may also occur through separate internal 
evaluations or from use of external sources. Institute of Internal Auditors (2008) posited that 
deficiencies found during supervisory require to be reported to those responsible for the function, 
with serious deficiencies being reported to top management. If an effective continuous supervisory 
program is in place, it supports effective information recovery required to maintain effective 
information management. The demand for effective information security measure is an urgent need 
in tertiary institutions across the world. This is because there are several cases of attacks occurring on 
daily basis on institutional information systems (Misra, 2019). According to Mellon (2013), there are 
about 90,000 to 100,000 cyber attempts and attacks per day on institution’s websites. The author 
lamented that such attacks have resulted in a lot of data breach of several staff and students. In Nigeria, 
several of such attacks have been observed. According to Egwu (2016), as of 2016, Nigeria is ranked 
16th highest country in cyber-attacks vulnerabilities in Africa.  

Several tertiary institutions, including Public universities in Nigeria and other Africa countries 
have suffered cyber attacks. According to a Report by Naboth-Odums et. al. (2022) and Africa Cyber 
Security (2016), most African countries have lost more than US$2 billion in cyberattacks in 2016 
only. Similarly, researchers have found that there are numerous incidences of cybercrimes and 
fraudulent activities against tertiary institutions’ websites, digital documents, databases and networks 
in Nigeria and particularly in the study area (Rogers & Ashford, 2015). The authors lamented that 
cybercrimes and hacking activities have caused several tertiary institutions in Nigeria billions of 
Nigeria unfortunately very few of the tertiary institutions have made efforts to ameliorate the root 
cause of the attack. The causes of the attack are as a result of poor information regulatory actions, 
failure to patch and secure institutional information systems. Based on this background, it is very 
salient that management of Public universities in Nigeria put in place good information regulatory 
actions to safeguard their institutions from unforeseen hack and cyberattacks. It is against this 
background that the present study sets to determine the logical environment and supervisory 
regulatory frameworks for effective information management of public universities in Nigeria. 

 
2. Related Empirical Studies 

 
AbdulAzeez (2016) carried out a study on analysis of management practices in Lagos State tertiary 

institutions. Using a population of 905 academic and non-academic staff and final year students of 
the institutions, the study found a significant positive relationship between quality teacher education 
and total quality management practices in both public universities and universities in Lagos State. 
Furthermore, Wynn (2017) explored the relationship between information security success factors 
and the organization’s information security culture. Employing a population of 140 Information 
Technology Professionals, the results revealed that correlations exist between information security 
success factors and the organization’s information security culture.  

In addition, François (2016) carried out a study on the relationship of information security policy 
awareness, enforcement, and maintenance to information security program effectiveness. The 
population of the study was 119 volunteers. This study used multiple regression analysis to predict 
values of the dependent variables. The study found that the independent variables such as total policy 
awareness, total policy enforcement, and total policy maintenance were statistically significant 
predictors of the level of total program effectiveness. In another vein, Okolo (2015) conducted a study 
on evaluating factors of security policy on information security effectiveness in developing nations. 
Using a population of 72 information security professionals, the study found a high positive 
relationship between security policy awareness and security program effectiveness as well as a high and 
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positive relationship between security policy maintenance and security information program 
effectiveness in Nigeria. 

The reviewed literature revealed that information supervisory and logical environment regulatory 
measures are the foundation of the internal information system for managers. It provides that 
management needs to plan and regulatory the institutions’ activities. Again, several researches showed 
that management office operation is an integral part of any organization. Authors are also in 
agreement that management department in any institution is the backbone of the organization. 
Similarly, management staff of the public universities are in charge of the management office 
operations. The administrators should as well be able to develop an appropriate and up-to-date office 
and assets management strategies, and should be able to also develop good management procedures. 
They should be able to apply management regulatory measures for effective information management. 

In addition, literature has shown that information management has received serious attention in 
the last few decades and a lot of contemporary issues come into information profession. The authors 
reviewed stressed that in the dynamic world of industry, business, and education, information 
management is never static but always changing for greater efficiency.   The literature also revealed 
that the global visibility of the academic activities and ability to manage digital, offline information 
and assets have much to tell about the quality, and the ranking of an educational institution. This has 
increased the need for effective information management through an adequate internal regulatory 
measure. Furthermore, literature revealed that good information regulatory measure will assist 
institutions to mitigate any unforeseen threat from attackers and information fraudsters. The 
researchers also reviewed The Fraud Triangle Theory by Donald Cressey that supports the study. 
Finally, several related empirical studies were reviewed. Although the reviewed empirical studies have 
some similarities with the present study, none of them or any other known to the researchers was on 
logical environment and supervisory regulatory frameworks for effective information management of 
public universities in Nigeria. Hence, we f formulated and tested the following hypotheses for the 
study: 

 
1. There is no significant difference in the mean responses of strategic, tactical, and operational 

management staff on the logical environment regulatory actions adopted for effective 
information management. 

2. There is no significant difference in the mean responses of strategic, tactical, and operational 
management staff on the supervisory regulatory actions adopted for effective information 
management. 

 
3. Research Method and Materials 

 
This study adopted descriptive survey research design.  Descriptive survey design is one in which 

a group of people or items are studied by collecting and analyzing data from only a few people or item 
considered to be representatives of the entire group (Abanyamm & Guma, 2021). This design is 
therefore considered suitable for this study because it makes use of questionnaire to collect data from 
the respondents on logical environment and supervisory regulatory frameworks for effective 
information management of public universities in Nigeria. There have been several reports of 
cybercrimes and hacking activities against educational institutions’ databases and networks in the area. 
Most tertiary institutions in the area express that they witness various breaches of information 
however, which they hardly identify when the attack is attempted until much later when it has done 
serious harms on the institutions. 

The population for the study was 1,580 consisting of 232 strategic, 569 tactical and 779 
operational management staff of Public universities in Nigeria. The sample size of the study was 320 
respondents from 12 (6 State and 6 Federal) Public universities across the six Geo-political Zones that 
make up Nigeria. Taro Yamene’s formula in Abanyam (2014) was used to determine the sample size 
of 432 respondents from the Public universities being studied. After determining the sample size, 
proportionate sampling technique was used to determine the number of the strategic, tactical and 
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operational management staff for each of the Public universities studied. The strategic, tactical, and 
operational management staffs were chosen because they are the main information management staff 
of the Public universities. Again, they possess the experience and expertise needed for effective 
information management therefore, were in good position to respond to questions about the logical 
environment and supervisory regulatory frameworks for effective information management.   

The instrument used for data collection was structured questionnaire titled “logical environment 
and supervisory regulatory frameworks for effective information management (LESRFEIM)” 
developed by the researchers. The questionnaire sought information on the logical environment 
security and supervisory regulatory frameworks for effective information management of public 
universities in Nigeria in Public universities with 22 and 20 items respectively and was structured on 
a 4-point scale with response options of strongly agree, agree, disagree and strongly disagree with 
weights of 4, 3, 2, and 1 respectively. 

The questionnaire was face-validated by five experts and trial-tested on a sample of 30 
management staff. From each of the 6 Geo-political Zones, 5 Management staffs in Colleges of 
Education in Nigeria randomly selected for this study. Cronbach Alpha reliability method was used 
to determine the internal consistency of the instrument which yielded 0.96 for logical environment 
security and 0.93 for supervisory regulatory frameworks with an overall coefficient of 0.93. 

The researchers with the help of twelve (12) research assistants, one for each of the 12 Federal and 
State Public universities in Nigeria administered the questionnaire to the respondents. We found it 
difficult to get responses from some strategic management staffs who blatantly objected to out request 
of provide information for this study, notwithstanding recurring visits and encouragements. 
Moreover, some of the respondents were motivated to participate since they were not interest in 
providing response to the questions raised for the study.  Consequently, the indifference to answer to 
the questionnaire items by some respondents couple with our inability to obtain qualitative 
information from some of needed the respondents would affect the generalization and validity of this 
research. However, we were able to deal with these challenges by persuading and pacifying some of 
them with gift items, which spur their interest to participate in the study. Hence, four hundred and 
thirty two (432) copies of the questionnaires were distributed to the respondents, but three hundred 
and eighty (392) indicating a returned rate of 87.5% of the respondents who correctly filled all aspects 
of the questionnaires and were retrieved after a period of one week. were used for the data analysis 
(i.e. Strategic management staff (SMS)=82, tactical management staff (TMS)=133, operational 
management staff (OMS)=177).  

Analysis of data was carried out using both quantitative and qualitative statistical tools such as 
mean, standard deviation and Analysis of Variance (ANOVA). The real boundary of numbers 
technique was used to interpret the outcome of data analyzed on the mean as shown in Table 1.  

 
Table 1: Real boundary of numbers for mean interpretation 

Serial 
number 

Response options Values Point Boundary Limit 

1 Strongly Agreed (SA) 4 3.0 – 4.0 
2  Agreed (A) 3 2.0 – 2.9 
3 Disagreed (D) 2 1.0 – 1.9 
4 Strongly (SD) 1 0.0 – 0.9 

 
Also, to test hypotheses, the hypothesis of no significant difference was not rejected if the p-value 

was higher than or equal to 0.05 level of significance. On the other hand, where the p-value was lower 
than the significance level of 0.05, the null hypothesis was rejected. 

 
4. Research Method and Materials 

 
This section presents the analysis of data collected for the study. The analysis is presented 

according to the research questions and the hypotheses that guided the study.  
 

https://doi.org/10.52970/grdis.v3i1.275
https://goldenratio.id/index.php/grdis
https://issn.lipi.go.id/terbit/detail/20210426150189012


2023 The Author(s). This open access article is distributed under a Creative Commons Attribution 
(CC-BY) 4.0 license. 

Janet Achikere Onimawo et al, Golden Ratio of Data in Summary, Vol.3, Issue.1 (2023)  
https://doi.org/10.52970/grdis.v3i1.275 
 
Website: https://goldenratio.id/index.php/grdis   ISSN [Online]: 2776-6411 

Page 12 of 20  
 
 

 

 

4.1. Hypothesis One 
 
Table 2: ANOVA of the mean responses of management staff on the logical environment regulatory 

actions adopted for effective information management 

 
The Logical 
environment regulatory 
action (LESCA) 

Nos of SMS = 82, TMS = 133, OMS = 177 
Total respondents = 392 

xSMS xTMS xOMS Remarks Df F-ratio P-value Rmk 

1 
Set up regulatory activities 
that will help to mitigate 
risks. 

3.27 3.22 3.17 SA 390 5.89 0.00 S 

2 

Maintain accountability 
standard for the execution 
of internal regulatory 
responsibilities. 

3.34 3.13 3.40 SA 390 1.75 0.18 NS 

3 

Deploy regulatory 
activities that are in line 
with policies and 
procedures of the 
institution. 

3.22 3.30 3.10 SA 390 1.13 0.32 NS 

4 
Communicate internal 
regulatory deficiencies. 3.45 3.17 3.29 SA 390 6.07 0.00 S 

5 
Communicate internal 
regulatory information 
internally. 

3.26 3.29 3.28 SA 390 0.45 0.64 NS 

6 
Set up standard code of 
conducts to maintain 
ethical values 

3.55 3.34 3.16 SA 390 2.45 0.09 NS 

7 Identify and analyze risks  3.29 3.20 3.23 SA 390 6.21 0.00 S 

8 

Use internal audit and/or 
compliance function to 
assessing and maintaining 
institution’s regulatory 
environment. 

3.28 3.34 3.26 SA 390 12.16 0.00 S 

9 

Perform ongoing or 
periodic evaluations of 
internal regulations (or a 
combination of the two). 

3.55 3.23 3.18 SA 390 5.38 0.01 S 

10 
Communicate internal 
regulatory strength to 
maintain. 

3.38 3.25 3.33 SA 390 4.21 0.02 S 

11 

Use incentives to motivate 
staff to ensure 
environmental security of 
the institution’s 
information resources. 

3.29 3.21 3.13 SA 390 14.98 0.00 S 

12 

Employ personnel with 
the experience and skill-
sets specific to 
information management 
and security. 

3.34 3.27 3.18 SA 390 2.70 0.07 NS 

13 

Maintain collaboration in 
the oversight of  internal 
regulatory activities of 
staff 

3.45 3.27 3.13 SA 390 17.77 0.00 S 

14 
Establish authority and 
reporting structure to 3.38 3.21 3.14 SA 390 8.58 0.00 S 
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The Logical 
environment regulatory 
action (LESCA) 

Nos of SMS = 82, TMS = 133, OMS = 177 
Total respondents = 392 

xSMS xTMS xOMS Remarks Df F-ratio P-value Rmk 
achieve logical 
environment objectives. 

15 

Specify appropriate 
objectives to support 
effective environmental 
regulatory mechanisms. 

3.45 3.19 3.22 SA 390 1.57 0.21 NS 

16 

Identify and analyze 
changes that could 
significantly affect internal 
regulations 

3.35 3.17 3.25 SA 390 0.95 0.39 NS 

17 

Demonstrate a 
commitment to attract, 
develop, and maintain 
competent staff through 
constant trainings on 
information management.  

3.28 3.21 3.20 SA 390 9.16 0.00 S 

18 
Evaluate fraud risks in the 
information systems.  3.37 3.22 3.09 SA 390 8.17 0.00 S 

19 

Develop technology 
regulations to ensure that 
information systems are 
often checked against 
errors and 
malfunctioning. 

3.23 3.24 3.30 SA 390 0.32 0.73 NS 

20 

Use relevant, quality 
information to support 
the internal regulatory 
function.  

3.23 3.14 3.09 SA 390 6.64 0.00 S 

21 
Communicate internal 
regulatory information 
externally. 

3.32 3.20 3.42 SA 390 1.73 0.18 NS 

22 

Engage external entities to 
provide management with 
accurate picture of the 
institution’s regulatory 
environment. 

3.45 3.21 3.18 SA 390 4.87 0.01 S 

 Cluster mean 3.28 3.13 3.13 SA 390 5.60 0.13 NS 
Key: xSMS = Means of Strategic Management staff, xTMS = Means of Tactical Management staff, xOMS 
= Means of Operational Management staff, Rmk = Remark, NS = Not Significant, S = Significant 

 
The result in Table 2 showed the mean ratings of the respondents on the logical environment 

regulatory framework for effective information management of public universities in Nigeria. The 
result showed mean ratings of the items to be above 3.0 indicating that the Management staff strongly 
agree that the listed 22 items are logical environment regulatory actions. In like manner, the 
corresponding standard deviation to each of the items ranged from 0.11– 0.49 with an overall of 0.45, 
signifying that the opinions of the respondents were very close to one another on the level at which 
they agreed to the logical environment regulatory actions. 

Table 3 also showed the ANOVA result of the hypothesis of no significant difference among the 
mean responses of Strategic, Tactical and Operational Management staff on logical environment 
regulatory framework needed for effective information management of Public universities in South-
South Nigeria. The item-by-item analysis showed that the hypothesis was not significant on items 1, 
5, 6, 9, 11, 12, 14, 15, and 20 and the overall mean, whereas items 1, 4, 6-14, 17-18, 20, and 22 are 
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significant. Although the result shows significant and non-significant differences on the items, since 
the cluster value (P-value) is 0.13, the null hypothesis (Ho1) was not rejected. 

 
4.2. Hypothesis Two  

 

Table 3: ANOVA of the mean responses of management staff on the supervisory regulatory 
framework for effective information management 

 The Supervisory 
Regulatory Framework 

Numbers of SMS = 82, TMS = 133, OMS = 177 
Total Respondents = 392 

xSMS xTMS xOMS Rmk Df F-ratio P-value Rmk 

1 

Critical observation of all 
important aspects of the 
institution’s information 
centers  

3.10 3.12 3.32 SA 278 3.29 0.04 S 

2 
Specify a standard of 
satisfactory performance in 
service delivery 

3.09 3.09 3.29 SA 278 0.56 0.57 NS 

3 

Ensure strict authorization 
and verifications of all 
institution’s data and files to 
be shared 

3.28 3.09 3.11 SA 278 2.44 0.09 NS 

4 

Specify the type of data 
comparisons to be made if 
performance is outside the 
range. 

3.42 2.97 3.08 SA 278 2.24 0.11 NS 

5 Identify the stages of each 
information process  3.18 3.08 3.13 SA 278 8.11 0.00 S 

6 
Clearly state the key inputs 
and outputs stages of each 
information process  

3.29 3.12 3.15 SA 278 2.24 0.11 NS 

7 Assign capable staff to man 
the monitoring unit 3.33 3.16 3.18 SA 278 2.38 0.09 NS 

8 
Set special monitoring 
activities in high-risk 
information areas  

3.26 3.23 3.22 SA 278 10.09 0.00 S 

9 
Use routine managerial 
activities as tools for 
supervision 

3.18 3.26 3.25 SA 278 15.69 0.00 S 

10 Use monitoring  software to 
monitor performance  

3.18 3.21 3.28 SA 278 2.96 0.05 NS 

11 

Use Google Alerts to 
generate updates of new 
action and to detect any 
harmful activity 

3.13 3.21 3.32 SA 278 13.13 0.00 S 

12 

Use GFI LanGuard software 
to scan the network against 
vulnerabilities that are 
harmful to the institution’s 
servers 

3.13 3.23 2.28 SA 278 2.94 0.05 NS 

13 

Use Microsoft Message 
Analyzer to analyze network 
protocol traffics to monitor 
activities on the network 

3.07 3.29 3.27 SA 278 14.39 0.00 S 

14 Set up Microsoft Message 
Analyzer to assess multiple 

3.18 3.19 3.16 SA 278 2.68 0.07 NS 
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The Supervisory 
Regulatory Framework 

Numbers of SMS = 82, TMS = 133, OMS = 177 
Total Respondents = 392 

xSMS xTMS xOMS Rmk Df F-ratio P-value Rmk 
log data sources from a 
single pane 

15 
Install Nagios to monitor 
institutions’ critical systems, 
applications, and services 

3.28 3.22 3.32 SA 278 1.49 0.23 NS 

16 
Set Nagios to generate alert 
whenever the systems are 
attacked 

3.14 3.17 3.14 SA 278 6.99 0.00 S 

17 

Set Nagios software to 
generate reports on the 
system viability when 
attacked 

2.14 3.06 3.09 SA 278 2.86 0.06 NS 

18 
Install OpenNMS to 
automate discovery of any 
intrusion 

3.01 3.10 3.15 SA 278 3.13 0.05 NS 

19 
Use Capsa Free to monitor 
networks so as to detect if 
there is any intrusion 

3.12 3.16 3.36 SA 278 3.65 0.03 S 

20 

Use MSN, Yahoo or Google 
Messenger to filter emails 
and customize reports when 
necessary. 

3.09 3.22 3.33 SA 278 3.09 0.05 NS 

 Grand mean 3.09 3.13 3.23 SA 278 0.88 0.42 NS 
 

The result in Table 3 showed the mean ratings of respondents on the supervisory regulatory 
framework for effective information management in Public universities in South-South Nigeria. The 
result showed the mean ratings of the three group of respondents  (Strategic, Tactical and Operational 
Management staff) to be greater than 3.0, implying that the 20 items are supervisory regulatory 
measures for effective information management in Public universities. moreover, the corresponding 
standard deviation to each of the items ranged from 0.38– 0.47 with an overall of 0.12, signifying 
that the opinions of the respondents were very close to one another. 

The result in Table 3 further shows the ANOVA result of the hypothesis of no significant 
difference among the mean responses of Strategic, Tactical and Operational Management staff on 
supervisory regulatory measures adopted by them for effective information management in Public 
universities in South-South Nigeria. The result revealed a cluster F-value of 0.88 with a significant 
value (P-value) of 0.42. Since the overall P-value of 0.42 is greater than 0.05 set as level of significance, 
the null hypothesis (Ho2) was not rejected. Although the analysis revealed significant and non-
significant p-values on different items, the hypothesis (Ho5) was not rejected because the overall p-
value was not significant. 

Based on the findings, the schematic representation of the conceptual regulatory framework of 
this study is depicted in Figure 1. Figure 1 depicts the relationships between the variables. Effective 
information management is the key player to the survival of Public universities particularly in today’s 
information age. A close look at the schema reveals that effective information management involves 
establishment of internal regulatory measures such as information, communication, logical 
environment security and supervisory regulatory actions. Without good internal regulatory, it will be 
very hard if not impossible for public universities to achieve their goals and objectives. In previous 
years most institutions were keeping only offline documents, but recently technology has made it 
possible for these institutions to process, store, retrieve, and disseminate their information online 
thereby increasing the rate of information hack, intrusion, and sometimes complete loss of 
information/data to unauthorized web attacker. The implementation of information regulatory 
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measures will assist the management staff to deliver their functions effectively and by extension help 
their institutions to overcome all the threats and vulnerabilities to their information systems. 

 
 
 
 
 

 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1:  Regulatory Frameworks for Information Management. Source: The researchers (2022) 
 
 

4.3. Discussion  
 
The study revealed that the logical environment regulatory actions identified in this study are 

strongly needed by management staff in Public universities in for effective information management 
in Nigeria. Some of the logical environment regulatory actions identified include: demonstrate a 
commitment to integrity and ethical value by setting up standard of conducts; maintain the 
independence of the board of directors from management and their   oversight of the entity’s internal 
regulatory; establish organizational structure, reporting lines, authority, and responsibilities to pursue 
institution’s objectives; demonstrate a commitment to attract, develop, and maintain competent staff 
through constant trainings on information management; maintain accountability standard for the 
execution of internal regulatory responsibilities; specify appropriate objectives to support effective 
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environmental regulatory actions; identify and analyze risks, and evaluate fraud risks by checking the 
sources and causes of the risk as well as the weak points in the information systems. 

These findings were congruent with Naboth-Odums et. al (2022) and Institute of Internal 
Auditors (20008) who noted that it is the responsibility of the board of directors and executive 
management of an institution to set the culture and attitude about the importance of maintaining 
logical regulations and also the standards of conduct within any organization. The findings of the 
study were also in line with Ibelegbu et. al. (2022), who asserted that it is part of the responsibilities 
of the strategic management team is to provide guidelines to subordinate staff. Hence, our regulatory 
framework on logical environment control actions is timely. The findings of this study again gave 
credence to the Tunji et. al. (2016) who observed that part of the logical environment include regular 
changes of dial-up numbers; use of dial-back access; use of software and hardware “firewalls” to restrict 
access to assets, computers, and networks by external persons; and regular changes of passwords and 
deactivation of former employees’ passwords.  

Our findings imply that management staffs in public universities in Nigeria strongly agreed to the 
supervisory regulatory actions, which when implanted, can drastically reduce information 
mismanagement in our Public universities. Also, our findings suggest that the level of the agreement 
by majority of the management staff on the supervisory regulatory measures for effective management 
of their institutional information is high. Some of the supervisory regulatory measures identified 
include: Monitor all the aspects of the institution’s information centers that are most critical in 
fulfilling schools’ long term goals; Specify a standard or range of satisfactory performance in service 
delivery; Know who, when, and how information about institution’s data, file, transactions are to be 
collected and recorded; Specify the type of comparisons that will be made, and developing some 
possible responses if performance is outside the range; Identify the important stages of each 
information process; List the key inputs and outputs of each information process stage; Assign the 
right and capable staff to the supervisory unit, and Set special supervisory activities in high-risk 
information areas like financial, online  transactions, identification code, and confidential documents. 

The findings of this study strengthened National Vulnerability Database (2019) who noted that 
some of the reasons why organisations design and implement supervisory regulatory measures include: 
to attack or indicate potential attacks on institutions’ information systems; ii) to identify unauthorized 
local network, and remote connections from malicious attacker. The findings are also in agreement 
with National Vulnerability Database (2019) who found that the information officers can maintain 
supervisory regulatory measures in an institution by strategically deploying supervisory devices to 
collect organization-determined essential information. The findings were also congruent with State 
of Vermont (2015) who found that supervisory regulatory are maintained through managerial 
activities such as supervision, reconciliations, checklists, comparisons, performance evaluations, and 
status reports. Furthermore, the findings of the study supported Chierotti (2014) who noted that 
management staff can use auto-discovering of devices on an institutions’ network and reports back 
on their status to the appropriate office. Similarly, the findings of the study is in agreement with Fisher 
(2019) who maintained that one of the approaches to effective supervisory regulatory measures is by 
using OpenNMS to put surveillance over an institutions’ databases and for automated discovery of 
any fraudulent attempt on the institutions’ information system.  

Although we have successfully presented viable regulatory frameworks on logical environment and 
supervisory control actions to ensure the sustenance of public institutions across the globe, however, 
some limitations were encountered in the process. Firstly, we engaged management staff in some 
selected Public universities in Nigeria. This posed a great deal of short comings on the generalization 
of our findings to other levels of tertiary institutions as well as othe related establishments across the 
globe. As a result, we suggest that a study of this kind be replicated in other level of teriary institutions 
and public agencies in Nigeria and elsewhere in order to determine if any significant difference would 
be observed in their findings using different methods and materials. 
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5. Conclusion 
Our inferred that the identified 22 logical environment and 20 supervisory regulatory actions are 

frameworks for effective information management of public universities in Nigeria. The adoption of 
this framework has the tendencies to curb the plethora of high vulnerability the university’s 
information systems to several online threats and malicious attacks. It is clearly established in this 
study that effective information management through the logical environment and supervisory 
regulatory actions are the keys to the survival of the institutions from the unscrupulous hackers. 
Diligent application of the identified regulatory actions will also help the management staff to check-
mate against internal errors, frauds, and abuse of information by staff and students. Above all the 
statues, integrity and standard of the institutions will improve if the information regulatory actions 
are effectively implemented. It is therefore, imperative for the stakeholders of Public universities in 
Nigeria to take seriously the issues of adaptation of regulatory actions for effective information 
management of in the institutions.  

We therefore recommended that Administrators and managements of Public universities in 
Nigeria should enact effective policies and laws that support the adaptation of procedural preventive 
regulatory actions in their institutions; management of Public universities should provide 21st-
century ICT equipment that has updated applications that guarantee detective regulatory actions; 
Administrators and Heads of Information Departments should organize regular staff trainings to help 
and upskill the management staff on the effective application of Information and communication 
regulatory actions and the skills adopted for its effectiveness operation; management unit heads of the 
Public universities should organize trainings for the management staff on how to apply logical 
environment regulatory actions to guarantee an effective network of information security of the 
institutions; and since security is the responsibility for everyone, the Director of Academic Planning 
should organize trainings inform of conferences, seminars, symposiums and workshops for academic 
and teaching staff as well as students on the general information regulatory actions.   
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